1. EDUCATIONAL PROGRAM PROFILE
«Government in the field of national security»
Specialization 256 «National security
(by certain areas of support and types of activity)»

1. General Information

University degree and title of
qualification

Obtained qualification: Bachelor Degree.

Program Subject Area: National security (by certain areas of
support and types of activity).

Programme: Government in the field of national security.
Specialization:

- management in the field of national security at the
national level;

- management in the field of national security at the
regional level.

Language(s) of instruction and
assessment

Ukrainian

The scope of the educational
program

240 ECTS credits, training period 4 years for full-time
education / 5 years for part-time form of education

Program type

Educational and professional program

Full name of the higher
education establishment, as well
as the structural unit in which
the training is carried out

Taras Shevchenko National University of Kyiv, Ukraine
Educational and Scientific Institute of Public
Administration and Civil Service

Name of the higher education
establishment involved in the
program

The official name of the
educational program, the degree
of higher education and the name
of the qualification of the HEI-
partner in the original language

Availability of accreditation

Currently there is no

Program cycle / level

HPK Ukraine — level 6,
FQ-EHEA — First cycle,
EQF-LLL — level 6

Prerequisites

Complete secondary education

Form of study

full-time / part-time

Duration of the educational
program

5 years

Internet address of the
permanent post of the
educational program description

http://ipacs.knu.ua/

2. Thep

urpose of the educational program

Purpose of the program (taking
into account the level of
qualification)

Providing education in the field of national security with wide
access to employment (civil servants of state authorities and
local self-government bodies, whose professional duties include
solving issues of ensuring the safety of life of a person
(individual), society and the state, employees of non-
governmental and international organizations, scientific and
educational institutions, the activities of which are related to

ensuring national security) and creating prerequisites for further



http://ipacs.knu.ua/

study of public management aspects of ensuring national
security at the second (master's) education level.

3. The educational program characteristics

Subject area (field of knowledge /
specialty / program
specialization)

25 - Military sciences, national security, state border security /
256 - National security (according to specific areas of support
and activities)

Educational Program
Orientation

Educational and professional academic

The main focus of the
educational program and
specialization

Specialized higher education in the specialty of national
security (in certain areas of support and activities). Key words:
managerial activity in the defining areas of national security
(political, economic, social, humanitarian); including crisis
situations.

Program Features

Mandatory internship in public authorities for 4 weeks

4. Eligibilty of graduates for employment and further training

Eligbility for employment

Work in public authorities that forming and implementing
public policy policy in the key areas of national security in
positions defined by professional standards; Security centers of
united territorial communities; public associations, non-
governmental and international organizations whose activities
are related to ensuring national security; scientific and
educational institutions investigating national security issues.

In particular, in the positions of: civil service specialist, state
expert, chief consultant, consultant, adviser, administrator,
secretary of administrative bodies, assistant to the head of the
enterprise, etc.

Further training

A person who graduated from this educational and professional
program and obtained a Bachelor's degree may continue his
studies at the second (master's) level of higher education, and
also has the opportunity to acquire additional qualifications in
the system of postgraduate education and professional
development.

5. Teaching and assessment

Teaching and learning

Student-centered learning, self-learning, problem-oriented
learning, learning through practicums that take place on
practice bases. In the second and third year, students write and
defend term papers focused on their assimilation of theoretical
knowledge and solving specialized managerial tasks in the field
of national security. During the last year of study, students
write a qualifying (bachelor's) thesis, which is also presented
and discussed with the participation of teachers, fellow students
and reviewed by an external reviewer.

Assessment

Written and oral exams, differentiated assessments, seminars,
scientific reports, essays, analytical notes, presentations of
independent research, current control, control papers, term
papers, comprehensive qualification exam, defense of
qualification (bachelor's) thesis with the participation of
scientists from other universities.

6. Program competencies

Integral competence

Ability to carry out managerial activities in key areas of
national security (political, economic, social, humanitarian) in
solving complex tasks and problems at the strategic level of




government and / or in the learning process involving research
and / or innovation, theory and scientific methods of the
relevant field and is characterized by uncertainty of conditions
and requirements.

General competence (GC)

GC - 1. Ability to realize one's rights and responsibilities as a
member of society, to be aware of the values of a civil (free
democratic) society and the need for its sustainable (safe)
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

GC - 2. Ability to preserve and multiply moral, cultural,
scientific values and achievements of society based on an
understanding of the history and patterns of development of the
subject area, its place in the general system of knowledge about
nature and society and in the development of society,
technology and technologies, to use various types and forms of
motor activity for active recreation and leading a healthy
lifestyle.

GC - 3. Ability to abstract thinking, analysis and synthesis.

GC - 4. Ability to communicate in the national language both
orally and in writing.

GC - 5. Ability to communicate in a foreign language.

GC - 6. Ability to adapt and act in a new situation.

GC - 7. Ability to search, process and analyze information from
various sources.

GC - 8. The ability to use information and communication
technologies and, on this basis, to form an effective system of
information and analytical support for management decision-
making regarding the prevention, countermeasures and
neutralization of threats to national security.

GC - 9. Ability to social interaction, cooperation, conflict
resolution in the field of professional activity, leadership and
teamwork.

Professional competencies of the
specialty (PC)

PC - 1. Ability to use security modes while performing official
duties.

PC - 2. Ability to analyze challenges and threats to national
security by areas of professional activity, synthesize
information on the development and implementation of
elements of strategies in the defining areas of national security
(political, economic, social, humanitarian).

PC - 3. Ability to use knowledge about the role, place and
purpose of political and security institutions of Ukraine for the
effective implementation of measures in the performance of
duties in matters of ensuring national security.

PC - 4. Ability to demonstrate and apply knowledge of the
fundamentals of national security theory.

PC - 5. Ability to use the historical experience of military and
political strategies of foreign countries in order to solve
national security problems.

PC - 6. Ability to use a foreign language to gain additional
knowledge and skills on national security issues, to interact
with foreign partners.

PC - 7. Ability to determine the necessary legal and




organizational measures to resolve conflicts related to ensuring
national security.

PC - 8. Ability to use the mechanisms of ensuring national
security in its defining areas.

PC - 9. Ability to use knowledge about the security component
of the foreign policy of Ukraine and other states.

PC - 10. Ability to learn basic theoretical concepts and acquire
practical skills of research, preparation of documents and their
use in management activities.

PC - 11. Ability to use practical skills, tactics and techniques of
working with people in the interests of official activities.

PC - 12. Ability to perform measures of territorial defense, as
well as civil defense within the limits of professional
competence.

PC - 13. Ability to assess the impact of global problems and
transformations of the geopolitical and geoeconomic space on
national security.

PC - 14. Ability to monitor the state's foreign and domestic
policy in the context of ensuring national security, prepare
proposals for improving its effectiveness.

7. Program Learning Results (PLR)

Program Learning Results (PLR)

PLR - 1. Be able to realize one's rights and responsibilities as a
member of society, to be aware of the values of civil society
(free democratic) and the need for its sustainable (safe)
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

PLR - 2. Be able to use and multiply the moral, cultural,
scientific values and achievements of society on the basis of
understanding the history and patterns of development of the
subject area, its place in the general system of knowledge about
nature and society and in the development of society,
technology and technologies, use different types and forms of
motor activity for active recreation and leading a healthy
lifestyle.

PLR - 3. Be able to use abstract thinking, analysis and synthesis
to evaluate the results of professional activity and ensure its
quality, to be critical and self-critical, persistent in terms of
assigned tasks and commitments.

PLR - 4. Communicate freely in the national language.

PLR - 5. Communicate freely in a foreign language within the
limits of the needs of one's professional activity.

PLR - 6. Be able to adapt to new challenges and actions in
certain situations.

PLR - 7. Be able to identify, set and solve professional tasks, be
able to summarize the obtained results, process and analyze
information from various sources, prepare and present research
results in accordance with the requirements.

PLR - 8. Be able to use information and communication
technologies and, on this basis, form an effective system of
information and analytical support for decision-making
regarding the prevention, counteraction and neutralization of
threats to national security.




PLR - 9. Be able to use security modes during the performance
of official duties.

PLR - 10. Be able to analyze challenges and threats to national
security by areas of professional activity and synthesize
information on the development and implementation of
strategies in the defining areas of national security (political,
economic, social, humanitarian).

PLR - 11. Be able to explain the role, place and purpose of
political and security institutions of Ukraine for the effective
implementation of measures in the performance of national
security duties.

PLR - 12. Be able to apply knowledge from the basics of
national security theory, in particular: assess the situation, the
level of challenges and threats to national security.

PLR - 13. Be able to use the historical experience of military
and political strategies of foreign countries in order to solve
national security problems.

PLR - 14. Be able to read and understand professional foreign
language literature, using it in social and professional spheres,
as well as demonstrate a culture of thinking and show skills in
organizing cultural dialogue with foreign partners at the level
necessary for professional activity.

PLR - 15. Be able to determine the necessary legal and
organizational measures to resolve conflicts related to ensuring
national security.

PLR - 16. Use individual elements of the mechanism of
influence and interaction in the process of ensuring individual
components of national security in professional activities.

PLR - 17. Be able to use the acquired knowledge regarding the
security component of the foreign policy of Ukraine and other
states.

PLR - 18. Understand the main theoretical concepts, apply the
acquired practical skills of research and preparation of
documents, their correct use in management activities.

PLR - 19. Be able to use in professional activities the methods
and tools of organizing social interaction, cooperation and
conflict resolution in the field of professional activity, practical
skills, tactics and techniques, working with people in the
interests of official activities: work in a team from the positions
of a leader, adviser (consultant), assistant, plan the use of time
and determine incentives and barriers to effective work,
distribute (delegate) functions, powers and responsibilities
between performers.

PLR - 20. Be able to perform measures of territorial defense, as
well as civil defense within the limits of professional
competence.

PLR - 21. Be able to assess the impact of global problems and
transformations of the geopolitical and geoeconomic space on
national security, monitor the state's foreign and domestic
policy in the context of ensuring national security, and prepare
proposals for improving its effectiveness.




8. Resource support for program implementation

Special characteristics of staffing

Some of the teachers speak English at the B2 level, which
allows introducing the latest English-language research on
national security into the educational process

Special characteristics of the
materials and equipment

Access to the Internet (WiFi). Access to the scientific and
metric databases and SCOPUS reference database is provided
by the electronic library of Taras Shevchenko Kyiv National
University. Multimedia audiences are actively used for
presentations  (ViewSonic PJ402D and Epson EB-95
multimedia projectors, Samsunq LHG65EDDPLGC/CI 65 screen
with interactive overlay, SAMSUNG LH55DCEPLGC/CI
monitor, microphones, Panasonic PT-D5700 multimedia
projector, wall/ceiling screen with electric drive 6, 1*4.57m).

Special characteristics of
information and educational and
methodological support

The main source of information support is the library of the
Educational and Scientific Institute of Public Administration
and Civil Service (paper and electronic materials). Distance
Learning Center (DLC), M. Maksymovych Scientific Library.

9. Academic mobility

National credit mobility

The right of education seekers to academic mobility is
implemented in accordance with the provisions of the
Regulations on the Procedure for the Implementation of the
Right to Academic Mobility, approved by Resolution No. 579
of the Cabinet of Ministers of Ukraine dated August 12, 2015,
and the Regulations on the Procedure for the Implementation of
the Right to Academic Mobility of Taras Shevchenko Kyiv
National University, approved by the Rector 06/29/2016

International credit mobility

Training foreign students

On an equal basis




2. LIST OF EDUCATIONAL AND PROFESSIONAL PROGRAM
COMPONENTS AND THEIR LOGICAL SEQUENCE

2.1 List of EP components

Academi | Educational program components (academic subjects, | Amount Final control form
C subject course projects (thesises), internship, qualification of ECTS
code thesis) credits
1 2 3 4
1. Core academic subjects

CS1 Admission to university studies 2 exam

CS2 Business Ukrainian language 3 exam

CS3 Foreign language by professional direction 17 test, exam

CS4 The history of Ukrainian statehood 3 test

CS5 Basics of the management theory in the field of 4 exam
national security

CS6 Conceptual principles of national security 4 exam

CS7 Institutional principles of the national security system 4 exam
formation

CS8 Logic 3 exam

CS9 Basics of psychology 3 test

CS 10 Foreign policy and national security 4 exam

CS11 ICT in the field of national security 3 test

CS12 Conflictology 3 test

CS13 Religious studies 3 test

CS 14 Culturology 3 test

CS 15 PR technologies and public relations 3 test

CS 16 Foreign policy of foreign states in the field of national 5 exam
security

CS 17 Conceptual approaches to management decision- 3 exam
making

CS 18 Ukrainian and foreign culture 3 test

CS 19 Philosophy 4 exam

CS 20 Basics of legal knowledge and constitutional law 5 exam

CS21 The basics of systems theory and system analysis 3 test

CS 22 Peculiarities of governance in crisis situations and 3 exam
emergency legal regimes

CS23 Basics of the economy and mechanisms for ensuring 6 exam
economic security

CS 24 Sociology 3 test

CS 25 Mechanisms for ensuring political security 4 exam

CS 26 Mechanisms of ensuring social security 4 exam

CS 27 Mechanisms for ensuring humanitarian security 4 exam

CS 28 Term Paper 2 differentiated credit

CS 29 Socio-political studies 2 test

CS 30 Rhetoric 3 test

CS31 Document circulation and preparation of analytical 3 test
documents in the field of national security

CS 32 State security and protection of public order 3 exam




1 2 4

CS 33 Military security and the foundations of the state's 3 exam
defense capability

CS 34 Basics of ensuring information security 3 exam

CS 35 Scientific image of the world 3 test

CS 36 Principles of Ecology 2 test

CS 37 Basics of strategic planning of national security 4 exam

CS 38 Information and analytical activities in the field of 3 exam
national security

CS 39 Security dimension of transformations of the European 3 exam
political and economic space

CS 40 Interaction of the state and civil society in the context 3 test
of national security

CS41 Practice in state authorities 4 differentiated credit

CS 42 Ethics 3 test

CS43 National culture and national security 3 test

CS 44 Terrorology 4 exam

CS 45 Cyber security mechanisms 3 test

CS 46 Selected sections of labor law and the basics of 3 test
entrepreneurial activity

CS 47 Institutional principles of response to threats of 4 test
separatism and territorial integrity

CS 48 Mechanisms of countering ethnic and religious 4 test
extremism

CS 49 Preparation of a qualifying (Bachelor's) thesis 6 defence

Total amount of core subects:

180

Educational program selective components

* Choice from the list (the student chooses one block of disciplines and one discipline from each
selective block, as well as according to p. 2.2.2-2.2.7 "Regulations on the procedure for students of
Taras Shevchenko Kyiv National University to exercise the right to freely choose disciplines™ has the
unconditional right to choose academic disciplines from the compulsory and optional parts of the
curricula of other specialties of the same level, and subject to approval with the director of the institute
- from programs of another level)

Elective block 1. Management in the field of national security at the state level

EB1.1 International conflicts and their resolution in the 4 exam
context of national security

EB 1.2 Geopolitics, geoeconomics and national security 4 test

EB 1.3 "Hybrid" wars and their consequences for national 4 exam
security

EB 1.4 Democratic civilian control over the security and 4 test
defense sector

EB 15 European and Euro-Atlantic security policy and 4 test
Ukraine

EB 1.6 Mechanisms of development and implementation of the 4 test
security policy of foreign states

EB 1.7 Basics of knowledge about radiation, biological, 4 test

chemical protection of the population
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Elective block 2. Management in the field of national security at the regional level

EB 2.1 Sustainable development of the state and territories 4 exam

EB 2.2 Management of economic and social security of the 4 test
region

EB 2.3 International relations and regional security 4 test

EB 2.4 Non-state subjects of national security 4 test

EB 25 Migration processes and the demographic component 4 test
of national security

EB 2.6 Informational and psychological security of man and 4 exam
society

EB 2.7 Strategy of innovative development of the region 4 test

Election from the list of subjects (the student should choos 1 subject from each list)**

**The list of optional disciplines can be found on the website hhttp://ipacs.knu.ua/
The total credit selection from the list is 32 credits. The final control form is a credit.
There are 8 lists to choose from.

EB 3.1

|

4

|

test

The total amount of the elective component

60

TOTAL AMOUNT OF THE EDUCATIONAL PROGRAM

240




